HNugopmanmonnasi naMATKA 11 HECOBEPILICHHOIETHHUX I10 BOIIPOCaM
Kn0epOe30nacHOCTH

B ceTd «AHTepHeD

KomnboTepHble BUPYCBI

KoMIbploTepHblli  BUPYC - 3TO  Pa3HOBUIHOCTH  KOMIIBIOTEPHBIX  IIPOIPAMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOpPOW  SIBJISIETCS  CIIOCOOHOCTh K  Pa3MHOXKCHHUIO
(konupoBaHHo0). B nomonHeHne K 3TOMY, BHUPYChl MOTYT MOBPEIUTh WJIH IOJHOCTBIO
YHAYTOXXUTH Bce (Dailibl U JaHHBIC, MOAKOHTPOJIFHBIC MOJIB30BATEN0, OT UMEHU KOTOPOTO
Obula 3amylieHa 3apaxkE€HHas NporpaMma, a TakXKe IOBPEIUTh WM Jake YHUYTOXUTh
ONEPALIMOHHYIO CHUCTEMY €O BceMu aitmamu B 1ieqoM. B OONBIIMHCTBE CiydaeB
pacpoCTPaHAIOTCSA BUPYChI YEPE3 UHTEPHET.

Metoabl 32a1IUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Hcnonb3yil COBpEMEHHbIE OIEPALMOHHBIE CHCTEMbI, HMEIOIIUE CEPbE3HBIN
YPOBEHB 3alIUThl OT BPEIOHOCHBIX IIPOrpPaMM;

2. IlocrosiHHO ycTaHaBnMBail natuu (LKM(POBbIE 3aIIATKH, KOTOPbIE ABTOMAaTHUECKU
YCTaHABIMBAIOTCA C LEJIbI0 JOpaOOTKM MpOrpaMMbl) U JIpyrue OOHOBJIEHUS CBOEH
onepalroHHOM cuctembl. CkaunBail UX TOJBKO C O(QUUHMANBHOrO caifta pazpaborumnka OC.
Ecnu cyimecTByeT pekuM aBTOMAaTUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraili Ha cBoeM KOMIIBIOTEpE TMOA IIpaBaMu IOJb30BaTENs, a He
aIMUHHCTpATOpa. OTO HE  TO3BOJUT  OOJBIIMHCTBY  BPEJAOHOCHBIX  MPOTpaMM
MHCTAJJIMPOBATHCS HA TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Hcnons3yit AHTUBUPYCHbBIE IIPOrpaMMHbIE IPOJYKThI U3BECTHBIX
POM3BOIUTENEH, C aBTOMaTUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub GU3NYECKUH TOCTYI K KOMIBIOTEPY AJIsl TOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHemHHME HOCUTEIM HMH(MOpMAlMM, Takue Kak Quienika, JUCK WU
¢aiin u3 HTepHeTa, TOJIbKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (hAIIIbI, TOJYYEHHbIE U3 HEHAIEKHbBIX UCTOYHHUKOB.
Jlaxxe Te Qailnibl, KOTOpbIE MPUCIAT TBOW 3HAKOMBIH. Jlydllle yTouHM y HETo, OTHPaBIIsI JIU OH
Tebe ux.

Ceru WI-FI

C nomompro WI-Fi  MOXHO TONyYduTh OCCIIATHBIA  WHTEPHET-IOCTYI B
OO0IIeCTBEHHBIX MECTax: Kade, OTeNsiX, TOProBhIX LEHTpax U a’pornoprax. Tak ke sBiseTcs
OTJIMYHOM BO3MOKHOCTBbIO BbIXxOAa B HMHTepHeT. Ho MHOrWe 3KCHnepThl CYMTAIOT, YTO
obmenoctynubie WiFi ceT He ABIsAIOTCS O€30MacCHBIMHU.

CoBeTbl 0 6e30MacHOCTH PaGoThI B 001e0cTYNHBIX ceTsix Wi-fi

1. He nepenasaii cBoro auuHy0 HH(popMaIuio uepe3 odmenocrynusie Wi-Fi cern.
Paboras B HUX, ’KeNaTeIbHO HE BBOANUTH MAPOIIH JJOCTYIIA, IOTHHBI H KAKHE-TO HOMEPA;

2. Vcnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE MPOrpaMMBbl U OpaHaMaysp. Tem cambiM
ThI 00€30MacHIllb ce0s1 OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonws3zoBanun Wi-Fi otkimoun ¢ynkuuio «OO6muit goctyn x ¢aiinam u
npuHTepam». JlaHHas QYHKIUS 3aKphITa M0 YMOJYAHHUIO, OJTHAKO HEKOTOPHIE TOIH30BATENN
aKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe 1y yueoe;

4. He ucnons3yit myoauuasnid WI-FI nys nepenaun TUYHBIX TaHHBIX, HATIPUMED, JJIS
BBIX0/Ia B COIIMAJTIHBIE CETH UJIHM B AJIEKTPOHHYIO MOYTY;

5. Hcmonp3yii Tonpko 3amumennoe coenuaerue uepes HTTPS, a ne HTTP, T.e. nmpu
Habope BeO-anpeca BBOIU UMEHHO «https://»;

6. B wmoOwmbHOM Tenedone otkmoun GyHknuio «[lomkmrouenne k- Wi-Fi
aBTOMaTu4eckm». He momyckail aBTOMaTu4eckoro IMOAKIIOYEHHs yCTporcTBa K ceTsim Wi-Fi
0e3 TBOEro corjacusl.

CouuajbHble CETH

CoumanpHasg ceTb - 3TO CAWT, KOTOPBIM MPEAOCTABISECT BO3MOXXHOCTBH JIHOJSAM
OCYIIECTBIISATH OOIEHHWE MEXAy co00i B WHTepHeTe. Yalne BCero B HUX IS KaXIOTO
YEJIOBEKa BBIJEISICTCS CBOS JIMYHASI CTPAHUYKA, HA KOTOPOW OH YKa3bIBAeT O ce0e pasInyHyro
uHPOpPMaLIMIO, HAuuMHas OT HMMEHHW, (aMMIMM W 3aKaH4YMBas JUYHBIMHA (HOTOrpadusIMH.
MHorue mojib30BaTeNid He MOHUMAIOT, YTO MH(OpPMAIKs, pa3MeIIeHHass UMH B COIMAIIbHBIX




CeTsIX, MOXKET OBITh HaiileHa M HMCIOJIb30BaHa KEM YTOJHO, B TOM YHCJIE HEe 00s3aTeNbHO C
OaruMu HaMEpEeHUSIMH.

OcHoBHBIE COBETHI 10 0€30IIACHOCTH B COLMATBbHBIX CETHX:

1. Orpannub cnmcok Apy3ei. Y TeOs B IPy3bsAX HE JODKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIFOICH;

2. 3ammiai cBOIO YacTHYIO *HU3Hb. He yka3biBail mapoinu, TeneoHsl, aapeca, AaTy
TBOETO POXKACHUS U IPYTYIO JHYHYIO0 HH(OPMAIHIO. 3II0YMBIIUIEHHHUKH MOTYT HCIIOJIB30BaTh
nake nH(GOPMAIIMIO O TOM, KaK Thl U TBOU POJUTEINH TUIAHUPYETE MPOBECTH KaHUKYJIBL;

3. 3ammiuail CBOIO pemyTalHuIo - JEpXKH €€ B YUCTOTE U 3aJaBail cede BOIpOC: XOTel
Obl Thl, YTOOBI JPyTUE MOJIB30BATENIN BUIENH, YTO Thl 3arpyxaemb? [logymai, npexae yem
YTO-TO OIYOJMKOBATh, HAIUCATH U 3aTPYy3HTh;

4. Ecnu Thl TOBOpHUIIL C JIOJbMH, KOTOPBIX HE 3HAelllb, HE HCIOJB3YH CBOE
peanbHOe MMS M JPYTyI0 JHYHYI0 UHPOPMALWU: HUMS, MECTO >KUTEIBCTBA, MECTO y4eObl U
npouee;

5. WM3berait pasmemenust ¢otorpaduii B MHTepHETEe, TOe ThI H300paXeH Ha
MECTHOCTH, TI0 KOTOPOW MOHO OIPEAEIIUTh TBOE MECTOIOJI0KEHHUE;

6. Ilpu perucTpamum B CONMAIBHON CETH HEOOXOIAMMO HCIOJIB30BATH CJIOXKHBIC
MapoJH, COCTOsAIME U3 OyKB U QP U C KOJINYECTBOM 3HAKOB HE MeHee §;

7. Jns couuanbHOM CeTH, MOYTHI M JAPYIHX CaWTOB HEOOXOIMMO HCIIOJIb30BaTh
pasuble napoiu. Toraa ecnu Tebs B3JIIOMAIOT, TO 3I0YMBIIIJICHHUKHU MOJIYyYaT JOCTYI TOJIBKO
K OZJHOMY MECTY, a HE BO BCE Cpasy.

DJIEeKTPOHHbIE 1eHbIH

DJEeKTPOHHBIE ICHBI'M — 3TO OYEHb YO0O0HBIN CIOCO0 MIaTEeX,eH, 0THAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JAECHBIH.

ONEKTPOHHBIE JEHBIU MOSBWINCH COBCEM HENABHO M MMEHHO M3-3a 3TOTO BO MHOT'MX
rocyiapcTBax J0 CUX IOp He MPOMHMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIMOHUPYIOT W O HHMX YK€ HPOINHMCAHO B 3aKOHE, TJEe HX
pa3nendaioT Ha HECKOJBKO BMJIOB - aHOHHMMHBIE M HE aHOHUMHbIE. Pa3HuIia B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBHIX pa3pelaeTrcs MPOBOJUTH onepauuu 0e3 UAeHTH(PHUKAIUN
10JIb30BATENS, @ B HE aHOHUMHBIX WACHTU(DUKAINY 110JIb30BATENS SBISETCS 00s13aTEIbHOM.

Taxoke cienyer pa3iauyaTh 3JIEKTPOHHbIE (PUATHBIE AEHBIH (paBHBI FOCYIaPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEQHUATHBIE IEHbI'H (HE paBHBI TOCYJapPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE cOBETHI 10 0€30n1aCHOI padoTe ¢ JJICKTPOHHBIMH 1CHbIAMH .

1. IlpuBsxu Kk cyery MOOWIBHBIN Tene@oH. DTO camblii YJOOHBIM U OBICTPHIH
CIoco0 BOCCTaHOBUTH JOCTYyN K cuery. IIpuBs3aHHBIi TenedoH MOMOXET, ecinu 3a0yJelb
CBOU IUIATEKHBIM MapOJib WK 3alUJENIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. MHcnonp3yit onHopa3oBbsle maponu. [locie nepexoa Ha yCUICHHYIO aBTOPU3ALHIO
Tebe yxe He OyJeT yrpokaTh OMaCHOCTh KPayKu WJIM NIEpexBaTa IIaTeXHOro Mapos;

3. Broibepu cnoxubiil maposb. [IpectynHukam OyaeT He MPOCTO Yraaarh CIOMXKHBIN
napoib. HanexHble mapoam — 3TO Mapoid, KOTOphIE cOAepkKaT He MeHee 8 3HaKOB U
BKJIIOYAIOT B €05 CTPOUHBIEC U MPONUCHBIE OYKBBI, TU(PPHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK
3HAaK Joiiapa, (yHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBOIYM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEIIb.

DJIeKTPOHHAS M0YTA

DNEeKTpOHHAs TIOYTa — OTO TEXHOJOTHS W TPEAOCTaBIIEMbIe €I YCIyTH IO
MEPEeChUIKE W TMONYYCHHIO OJJICKTPOHHBIX COOOIEHUH, KOTOphIE pACIPEACNSIOTCS B
KOMIThIOTEPHOW ceTH. OOBIYHO AJIEKTPOHHBIA TOYTOBBIN SITUK BBINBIAUT CISAYIOIIAM
oOpa3oM: WMs_TONB30BaTENA(@UMS_JOMEHa. Takke KpoMme IMepenadd MPOCTOro TEKCTa,
HMMEEeTCS BO3MOXKHOCTD TepeaaBaTh (Haisbl.

OcHoBHBIE cOBeThI 10 0e30nmacHoil padoTe ¢ 3JIEKTPOHHOM MOYTOM:




1. Hano BweIOpaTh MpaBWIBHBIA MOYTOBBIM cepBUC. B MHTepHETE ecTh OrpoMHBIN
BbIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JIyYIllE€ JOBEPATH TE€M, KOTO 3HACIIb U KTO
MIEPBbIA B PEUTUHTE;

2. He yxaspBaii B nuuHOM moute JnyHyro wuH(popmanmio. Hampumep, mydme
BBIOPATh «MY3bIKaJIbHBIN (aHaT@» uin «pok2013» BMecTo «remal3»;

3. Hcmonp3yil ABYXATANHYIO aBTOPHU3ALMIO. DTO KOTJa MMOMUMO TapoJisi HYKHO
BBOJIUTH KOJI, TPUCHIIaeMbId 110 SMSS;

4. Broibepu cnoxHBIN Mapoib. s KaKA0ro MOYTOBOTO SAIIMKA JOJKEH OBITh CBOU
HaJIC’)KHbIA, YCTOMYUBBIN K B3JIOMY M1apOJIb;

5. Ecnm ectb BO3BMOXHOCTb HalMCcaTh CAMOMY CBOM JIMYHBIN BOMPOC, UCMIONIB3YH 3TY
BO3MOKHOCTb;

6. Hcnonp3ylh HECKOIBKO MOYTOBBIX SIIMKOB. [IepBbIi I 4acTHOW NMEpPEmHCKH C
aZpecaTaMmu, KOTOPBIM ThI IOBEpSCHIb. JTO 3JIEKTPOHHBIN apec HE HaJ0 MCIOJIb30BaTh IPH
peructpanuu Ha popymax M caiTax;

7. He otkpsbiBail (haiiiabl 1 Apyrue BIOKEHUS B MUChMaX Ja)Ke €CIM OHM MPUIILINA OT
TBOUX Jpy3ei. Jlydie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr,

8. Ilocne oxoHuaHusi paOOTHl HAa MOYTOBOM CEPBUCE MEPEJ 3aKPHITHEM BKIJIAIKU C
caiiToM He 3a0y/b HaKaTh Ha «BBIATHY.

KuOepOyJIIMHT WK BUPTYAJIbHOE H3/1eBATENbCTBO

KubepOynnuHr — npecieqoBaHue COOOIICHUSMH, COAEPXKAIIMMU  OCKOPOJICHHUS,
arpeccuio, 3allyTUBaHME; XYJIWTAaHCTBO; COLMANIbHOE OOWKOTHPOBAaHHE C MOMOIIBIO
pa3JINYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbIE coBeThI 10 0opble ¢ KNOepOyIJIMHIOM:

1. He Opocaiics B 60#. Jlyummii cmoco0: MOCOBETOBAThCS KaK ce0sl BECTU U, €CIH
HET TOTO, K KOMY MOKHO OOpaTHTBHCS, TO BHa4Yajle YCIIOKOUThCS. Eciy Thl HaYHENh 0TBEYATh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIbIle pa30kKellb KOH(IUKT;

2. Ymupasmsii cBoeil kuGeppernyTanueii;

3. AHOHHUMHOCTbH B ceTH MHHMMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crout BecTu XylIMraHckuil o0Opa3 BUpTyaiabHOH ku3HU. IHTEpHET PuKcupyeT
BCE TBOU JICHCTBUS U COXpaHSIET UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. Benu cebs BexnuBo;

6. Wrnopupyii eawHWuHbIM HeraTwB. OJHOpPA30BBIC OCKOPOWUTENBHBIE COOOIICHUS
JTy4ie urHopupoBatb. OOBIYHO arpeccusi MpeKpalaeTcss Ha HadyaiabHOM cTaanuu;

7. ban arpeccopa. B mnporpammax oOMeHa MTrHOBEHHBIMH COOOIIEHUSMH, B
COLMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKHM OTIPABKU COOOLIEHUH C OMpeeseHHbIX
aJIpecoB;

8. Ecmu Tl cBunerens kuOepOymiauHra. TBOM JeicTBUS: BBICTYNHTH IPOTHUB
npecieaoBaTes, Moka3arb eMy, 4TO €ro JAEMCTBHs OLIEHWBAIOTCA HETaTHBHO, MOJJEP’KaTh
KEpPTBY, KOTOPOW HYXHA IICHUXOJOIMYECKasi IMOMOIb, COOOIIUTH B3pOCIBIM O (akre
arpecCUBHOTO MOBEJEHUS B CETH.

MoOnibHblii Te1edoH

CoBpemeHHbIE CMapTQOHBI M IUIAHIIETHl CcojepXaT B ce0e BIIOJHE B3pOCIbBII
(GyHKIIMOHAJ, U Telepb OHU MOTYT KOHKYPHUPOBaThb CO CTAllMOHAPHBIMU KOMIIBIOTEpaMHU.
OpHako, CpeiCTB 3alIUTHI A MOJOOHBIX YCTPOMCTB IMOKa O4YeHb Majo. TecTupoBaHue U
IIOMCK YA3BHUMOCTEH B HUX IPOHUCXOJWUT HE Tak MHTeHcHBHO, Kak i [IK, To e camoe
KacaeTcss 1 MOOUJIbHBIX MTPUIIOKESHUH.

CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAJIU HACTOJIbHbIE
aHaJIOTH, OJHAKO paciiupeHue (yHKIMOHAla BJeYeT 3a co00il OONIbIIyI0 CIOKHOCTh U
MEHBIIYIO 3aIUIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTEINN BHIITYCKAIOT OOHOBIICHUS, 3aKPhIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JUJIsl CBOUX YCTPOMCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€301aCHOCTH MOOMJILHOTO TesiedoHa:
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1. Bynp octopokeH, Belb Korja Tede mpesiaraloT OecIIaTHBIM KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KAKHE-TO IIJIATHBIE YCIIYTH;

2. Jlymaii, npexae yem otnpaButb SMS, ¢poro mnm Buaeo. Tel TOUHO 3HACIIb, T
OHH OyIyT B KOHEYHOM UTOTE?

3. Heob0xommmo 0OHOBIATE OMEPAMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Vcnonw3yil aHTUBUPYCHBIC IPOTPAMMEI JIJIs MOOMIIBHBIX TE€ICPOHOB;

5. He 3zarpyxail npuioxeHuss OT HEU3BECTHOIO HCTOYHHMKA, BEAb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUCHHUE;

6. Ilocne Toro kak Thl BBIHCIIB C CaiiTa, I7ie€ BBOAWI JUYHYIO UH(OpMaIHIO, 3aiI1
B HACTpOUKHU Opay3epa u yaanu cookies;

7. Tlepuonmuyecku mpoBepsid Kakue IJIATHbIE YCIYTH AaKTUBHPOBAHBI HA TBOEM
HOMeEpE;

8. [laBaii cBOil HOMep MOOHIIBHOTO TellehoHa TOIBKO JIFOISIM, KOTOPBIX Thl 3HACHIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxken ObITh BBIKIIIOUEH, KOTJIa Thl UM HeE MoJyb3yenibcs. He 3a0piBaii
WHOTJIa TIPOBEPATH ITO.

DOUIIHHT WIH KPAakKa JHYHBIX JAHHBIX

['maBuas nenp ¢uIMHT - BUAa VIHTEpHET-MOIIEHHUYECTBA, COCTOMT B IMOJIYYEHUU
KOH(UICHIMATBHBIX JTAHHBIX MTOJIb30BATENICH — JIOTHHOB | TapoJield. Ha aHruiickoM si3bIKe
phishing yntaercs kak ¢ummHr (ot fishing — pri6Has noBis, password — mapob).

OcHoBHbBIE coBeThI 10 00pb0e ¢ GUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelib, YTO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ W COOOIIUTH aJMHHHCTpPATOpaM pecypca o0
3TOM KaK MOXHO CKOpEe;

2. Hcnonp3yit Oe3omacHple BeO-CaiTBl, B TOM 4HCJE, WHTEPHET-MarasmHoOB U
MTOMCKOBBIX CHCTEM;

3. MHcnonw3yii cinoxxsble U pazHbie maponu. TakuM oOpa3oM, eciu TeOsi B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKH MOJy4aT JOCTYH TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO
BCEM;

4. Ecmu Tebs B31OMalM, TO HEOOXOAMMO MpPENyNpEeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpbI€ OOABJIEHBI y T€OSI B IPY3bsiX, O TOM, YTO T€Os B3JIOMaIM U, BO3MOKHO, OT TBOETr0
MMEHH OYZIeT pacchUIaThCs ClIaM M CCHIJIKM Ha (PUIIMHTOBBIE CalThI;

5. VYcranosu HanexHbli naposb (PIN) Ha MoOMIbHBIN TenedoH;

6. Otkiroun coxpaHeHue naposis B opaysepe;

7. He orkpsiBail ¢aiinbl U 1pyrue BIOXKEHUS B MUCbMax J1aXe €CIM OHM MPUIIN OT
TBOMX Jpy3ei. JIyullie yTouHu y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailiibl.



